
Experts challenge Govt’s anti-encryption campaign
Leading cybersecurity experts and human rights activists say scaremongering tactics being used to 
mislead the public and make bogus case for weakening encryption. Over half a million pounds of 
taxpayers’ money spent on advertising campaign.

The UK Home Office plans to force technology companies to remove the privacy and security of 
encrypted services such as WhatsApp and Signal as part of its Online Safety Bill. Even worse, the Home 
Office has launched a scaremongering campaign wasting hundreds of thousands of pounds on a London 
advertising agency to undermine public trust in a critical digital security tool to keep people and 
businesses safe online. 
  
Undermining encryption would make our private communications unsafe, allowing hostile strangers and 
governments to intercept conversations. Undermining encryption would put at risk the safety of those who
need it most. Survivors of abuse or domestic violence, including children, need secure and confidential 
communications to speak to loved ones and access the information and support they need. As Stephen 
Bonner, executive director for technology and innovation at the UK Information Commissioner's Office 
recently noted, end-to-end encryption “strengthens children’s online safety by not allowing criminals and
abusers to send them harmful content or access their pictures or location.”1

 
Operation: Safe Escape2 and LGBT Tech3—two organisations that represent and safeguard vulnerable 
stakeholders—stress the vital importance of encrypted communications victims of domestic abuse and for 
LGBTQ+ people in countries where they face harassment, victimisation and even the threat of execution. 
Far from making them safer, denying at-risk people a confidential lifeline puts them at greater and 
sometimes mortal risk.
 
Anti-encryption policies threaten the fundamental human right to freedom of expression. Compromising 
encryption would undermine investigative journalism that exposes corruption and criminality. According 
to the Centre for Investigative Journalism, without a secure means of communication, sources would go 
unprotected and whistleblowers will hesitate to come forward.4

 
Contrary to what the Home Office claims, leading cybersecurity experts conclude that even message 
scanning “creates serious security and privacy risks for all society while the assistance it can provide for 
law enforcement is at best problematic.”5 Backdoors create an entry point for hostile states, criminals 
and terrorists to gain access to highly sensitive information. Weakening encryption negatively impacts the
global Internet6 and means our private messages, sensitive banking information, personal photographs 
and privacy would be undermined. MI6 head, Richard Moore, used his first public speech to warn of the 

1https://www.infosecurity-magazine.com/news/privacy-tsar-defense-encrypti   on/ 

2 https://safeescape.org/get-help/ 

3 https://www.lgbttech.org/post/lgbt-tech-internet-society-release-new-encryption-infographic 

4 https://tcij.org/bespoke-training/information-security/ 

5 https://arxiv.org/abs/2110.07450

6 https://www.internetsociety.org/resources/doc/2022/iib-encryption-uk-online-safety-bill/
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increased data security threat from hostile countries.7 By Mr. Moore’s analysis, the UK would be making 
things easier for hostile governments, in waging a war against our personal and national security. 
  
The UK government must reassess their decision to wage war on a technology that is essential to so many
people in the UK and beyond.
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7 https://www.bbc.com/news/uk-59470026
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35. Prof. Dr. Kai Rannenberg, Goethe University Frankfurt, Chair of Mobile Business & Multilateral 

Security
36. Kapil Goyal, Faculty Member, DAV College Amritsar
37. Khalid Durrani, PureVPN
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